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Abstract -  

 In recent years there is drastic progress in the 

Internet world. Sensitive information can be shared 

through internet but this information sharing is 

susceptible to certain attacks. Cryptography was 

introduced to solve this problem. Cryptography is 

art for achieving security by encoding the plain text 

message to cipher text. Substitution and 

transposition are techniques for encoding. When 

Caesar cipher substitution and Rail fence 

transposition techniques are used individually, 

cipher text obtained is easy to crack. This talk will 

present a perspective on the combination of 

techniques substitution and transposition. 

Combining Caesar cipher with Rail fence technique 

can eliminate their fundamental weakness and 

produce a cipher text that is hard to crack. 
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INTRODUCTION 

In our, prior to work [5] the importance of data 

security issues and some of its solutions in local 

environment was discussed and it was also 

highlighted that encryption is the most widely used 

method to ensure the security of data in the cloud. 

One of the good ways to ensure confidentiality of 

secret data in the cloud is to utilize encryption for 

data. Almost every cloud service providers support 

encryption for data storage. Encryption plays a big 

role in fulfillment as many policies need specific 

data components to be encrypting. To protect a 

user„s important data in the local & cloud, 

encryption is considered as the influential tool that 

can be used efficiently. The user can secretly utilize 

cloud services by knowing that their confidential 

data is protected by encryption. Security goals of 

data include three points which are Security, 

Availability, and Integrity. Confidentiality of data 

in the cloud can be obtained by cryptography. Data 

cryptography is the changing of the content of the 

data, such as text, image, audio, video to make the 

data meaningless, unreadable or hidden during 

transmission or storage is termed Encryption. The 

main role of encryption is to take care of data 

secure from hackers. The process of getting back 

the original data from encrypted data is Decryption, 

which refurbishes the pre-original data. Both 

symmetric-key and asymmetric-key algorithms can 

be used to encrypt data in local & cloud storage. 

PROPOSED RAILFENCE TECHNIQUE 

Cloud computing provides efficient storage setting 

to store and retrieve the cloud user‟s data. Ensuring 

data security is a vital role to cloud users as well as 

cloud providers. Proposed security service 

processes the data, and then data are submitted to 

the cloud storage. Data encryption is done by 

choosing Railfence security service algorithm by 

the user. The encryption key used for an algorithm 

is received from a CSP to the user. 

Algorithm #1 shows the proposed Railfence 

security service algorithm CSP1. It is a symmetric 

encryption algorithm. It uses four keys for 

encryption and the same keys are used for 

decryption. The given plain text characters are 

converted into ASCII values. A square matrix is 

formed based on the number of characters in the 

plaintext. Maximum size of the matrix is 25X25. 

The square matrix is divided into three matrices 

called upper (UMAT), diagonal (DMAT) and 

lower (UMAT) matrix. Apply the encryption to the 

matrices UMAT, DMAT and UMAT individually 

by using the keys K1, K2, K3respectively. Another 

square matrix is constructed with an encrypted 

value. Now the text is read column by column. 

Order of understanding the column is based on 

order of Key K4. Finally, the ASCII code values 

are converted into character value. This value is 

ciphertext. 

Algorithm #1: Railfence Security Service 

Algorithm 

1. encryption_text(T) 

2. start 

3. Convert (T) into ASCII code 

4. N= count (T) 

// N- number of characters in T// 
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//form the matrix for N character, maximum size of 

matrix is 25X25, if N>625 than divide the T into 

625 

character blocks and form matrix for each block.// 

5. matc =N/625 

6. if matc>0 

For i=1 to matc 

Divide the T into 625 blocks, N=n1, n2, n3…nn// 

n1, n2, n3 

are ech individual matrix 

end loop 

end if 

7. for p=1 to matc 

8. Based on the value of N, form a square matrix 

MAT 

[MXM] > N,M=M 

9. Apply T into the matrix from left to right 

10. Divide the Matrix MAT into three matrices 

called 

UMAT,DMAT,LMAT 

//UMAT-Upper Matrix, DMAT-Diagonal Matrix, 

LMAT-Lower Matrix 

11. Read the Text T by UMAT(U), DMAT(D) and 

LMAT(L)matrix 

//U, D, L- text of upper, diagonal and lower matrix 

respectively 

// generate the random number for keys 

12. Get three random integer number as KEYS K1, 

K2, K3 for each matrix. 

13. Apply the key K1, K2, K3 for U, D, L to get 

first encrypted data 

// [U-K1, D-K2, L-K3] 

14. Arrange the encrypted text into another 

matrixMAT1 

[MXM]based on number character in the key K4 

15. Read the matrix MAT1 column by column in 

order of key K4 

16. Resultant text from step 15 is converted to 

ASCII character code(C) 

//C-Cipher Text 

17. end loop 

18. end 

Algorithm #2 is used for the generation of random 

integer number from CSP2. This algorithm 

generates a random value. CSP1 instructs CSP2 to 

generate three integers valued key for K1, K2 and 

K3 and one string key for k4. These four keys are 

forwarded to the cloud user directly by CSP2. 

Algorithm #2: Random Number Generation 

1. intrandom_num_gen() 

2. start 

// generation of random using random() class 

3. ran=new random().nextInt(100) 

4. return ran 

5. end 

The proposed Railfence security service algorithm 

is applied on the non-numeric type of data. 

Railfence ensures the confidentiality of cloud data. 

It can protect the data in cloud storage from 

insiders and outsiders attacks. The key used for 

encryption is kept by the cloud user, so the cloud 

storage provider does not have any knowledge 

about the key because the key is not communicated 

to them. Cloud users do not have any work burden 

to encrypt the data with Railfence. The hacker 

(insider or outsider) may get the encrypted data 

stored in the cloud, but they could not get a clear 

understanding of the data. It increases the 

confidentiality of the data stored in the cloud 

storage. 

SIMULATION RESULTS 

The proposed Railfence technique and key 

generation are implemented in JAVA. Simulation 

is performed in the cloud environment (Amazon 

EC2). The cloud user machine connected to the 
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cloud server has the configuration of Windows 

Operating System with core i3 Intel processor and 

4GB RAM. The user data are encrypted before it is 

uploaded and decrypted when it is retrieved from 

the cloud. Thus, the encryption is done in the user 

machine connected to the cloud. Time taken for 

encryption and decryption is calculated in the user 

machine. Amazon Elastic Compute Cloud (EC2) 

server is used for cloud storage. Key generation 

and Railfence techniques are developed as web 

service and hosted on the Amazon server. The 

Amazon micro instance has the following 

configuration as Microsoft windows server 2008 

Base 32- bit operating system, 2.5 GHz Intel Xeon 

processor, 613 MB RAM, 30GB of EBS (Elastic 

Block Storage). The users upload the data via user 

interface. Once the data are submitted, then they 

are encrypted and uploaded to the Amazon micro 

instance server. Security levels of the existing and 

proposed techniques are computed in Amazon 

server. Security level is analysed by using a 

security analyzed tool called Hackman. This tool 

analyses the security level of proposed and existing 

techniques. This tool is installed in Amazon server 

for analyzing the security level of each technique. 

Hackman attacks the encrypted text on the Amazon 

server. It uses different attacks like dictionary 

attack, brute force attack, etc. to retrieve the 

original text. Map the plain text with retrieved text 

to find the percentage of original text retrieval. 

Based on percentage mapping, the security level of 

the proposed technique is estimated. In the same 

way, existing cryptography techniques security 

level are calculated and compared with the 

proposed technique. Performance and security level 

of proposed Railfence technique is compared with 

existing encryption techniques. Time taken for 

encryption and decryption is shown in Table 1 and 

Table 2 respectively. Security levels of proposed 

and existing techniques are compared and shown in 

Table 3.Simulation is conducted for different sizes 

of data. For each Size of data, time taken for 

encryption, decryption, and security level are noted 

and evaluated with existing techniques. The 

performance of proposed technique is measured by 

the time taken to complete encryption and 

decryption process. 

 

Encryption Time 

 

TABLE I. Performance Comparison based on 

Encryption Time (Milliseconds) 

 

 

 

Fig.4.Performance Comparison based on 

Encryption Time 

 

Table I and Figure 4 represent the performance 

comparison of proposed Enhanced 3DES algorithm 

with existing algorithms. The time taken by the 

existing and proposed encryption algorithms are 

calculated for different sizes of data. The result 

shows that the proposed Railfence algorithm has 

taken minimum time duration for encrypting the 

data of different sizes when compared to the 

existing algorithms. 

 

Decryption Time 

 

Encryption Time is shown in Table I which 

represents the time taken for encrypting the data 

using proposed Rail fence and existing techniques 

like DES, 3DES and Enhanced 3DES 

 
 

Decryption Time is shown in Table 2 which 

represents the time taken for encrypting the data 

using proposed Rail fence and existing techniques 

like DES, 3DES and Enhanced 3DES 
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TABLE II.PERFORMANCE COMPARISON BASED ON 

DECRYPTION TIME (MILLISECONDS) 

 

Size Decryption Techniques 

DES  3DES   Enhanced 
3DES 

1 KB 1937 1750 2094 

2 KB 2002 2172 1829 

3 KB 2328 2062 2047 

4 KB 1953 2048 2094 

5 KB 2015 1785 1938 
 

 

 
Fig. 5.Performance Comparison based on 

Decryption Time 

 

Table II and Figure 5 represent the performance 

comparison of decryption with existing techniques. 

The time taken by the existing and proposed 

decryption techniques are calculated for different 

sizes of data. The result shows that the proposed 

Rail fence technique has taken minimum time 

duration for decrypting the 
 

TABLE III.COMPARISON OF SECURITY LEVEL 

S.No Techniques Security Level(%) 

1 DES 74 

2 3DES 82 

3 Enhanced 3DES 89 

 

Table III and Figure 6 represent the comparison of 

security level based on the security analysis tool. 

The result shows that the proposed Railfence 

technique secures 89% of security that is higher 

than the existing techniques. The above results 

show that the Railfence technique gives maximum 

security and better performance than existing 

techniques while storing the data in the cloud. 

Hence, the confidentially of the data stored in the 

cloud is achieved. 

 
Fig.6. Comparison of Security Level 

 
CONCLUSION 

Cloud Storage is a cost-effective IT service to the 

general user or enterprise customer. Most of SMEs 

do not have the infrastructure to keep their data 

safe. Cloud storage provides plenty of storage 

capability with nominal cost. SMEs are interested 

in outsourcing their sensitive data to the cloud 

storage. However, there are some security problems 

with cloud storage. Due to this, enterprises are 

disinclined to use the cloud. Once the issues are 

resolved, cloud computing would be a trillion 

dollar business in the computing world. Data 

storage on un-trusted cloud creates data security as 

a challenging problem. The confidentiality 

parameter ensures data security in the cloud. This 

paper proposed a new cryptographic technique 

named Railfence to address the security problems 

in cloud storage. This Railfence technique is 

provided through SaaS model. Encrypted data are 

stored on storage server while secret keys are 

retained by data owner and access to the user is 

granted by issuing the corresponding decryption 

keys. Railfence technique is based on a symmetric 

encryption technique. The data are encrypted 

before they are forwarded to the cloud storage. 

Hence, in this paper a new confidentiality 

technique has been proposed and implemented. 

Simulation results show the comparison of 

Railfence with existing techniques. From the 

results, it is observed that Railfence technique 

offers better performance and maximum protection 

to the data stored in the cloud than the existing 

encryption techniques. 
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